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Abstract— As information technology becomes more ubiq-
uitous, governments of all levels must keep up with the
increasing demand from the citizens for electronic services
of all kinds. The service, policy and governance issues of
this struggle are progressively well understood. Its techni-
cal aspects, however, are often considered to either be a
commodity or covered by research in the field of enterprise
architecture. Both experience in international cooperation
attempts and efforts in coordinating architecture develop-
ment on the state level, however, indicate that the existing
approaches are not necessarily suitable for inter-enterprise
coordination and governance purposes. In this paper we
outline requirements for a framework suitable for framing
the technical aspects of e-government, describe such a
framework and discuss its application in the context of a
small nation of Estonia.
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1. Background and motivation

A country can be seen as a system performing a certain
function by utilising a portfolio of limited resources. From
this perspective, the concept of an architecture of a a country
becomes meaningful. In the context of e-government, this
architecture can be separated into elements dedicated to
information technology and elements related to other aspects
of the government. The latter is substantially covered by e-
government related research while there is relatively little
coverage of the former. In this paper, the authors seek to
provide a conceptual architecture framework for the techni-
cal architecture of an e-government that is widely applicable
and can act as a foundation of further research in the field.

2. Problem statement

Since the 1980s, there has been a solid stream of re-
search focused on e-government, its structure, impact and
governance. To a large extent, this work is focused on
the service delivery and policy aspects of the issue while
the technical implementation of the services and policies
has received relatively little attention. Although architecture
frameworks have been suggested (e.g. [1], [2]), they do not
usually clearly separate between functional and technical
aspects of information systems. Therefore application of

these frameworks for technical architecture governance is
limited.

In the following, we present three challenges driving the
need for a structured understanding of the technical aspects
of e-governance.

Firstly, e-government is often defined as the use of elec-
tronic means for service and data delivery ([3], [4]). While
accurate in many ways, such an approach seems to be
focused on existing services and assume the government, as
a system, to have a stable architecture. This is not necessarily
true as architecture developed by accretion might exhibit
deficiencies in behaviour [5] and a definitive innovation
pressure exists driving functional and technical change of
which the open data movement is an excellent example.
Therefore, stability of system architecture and the service
portfolio, can not be assumed. Clearly, an understanding
of the underlying technical architecture is necessary so
the functional architecture it supports can be systematically
developed.

Secondly there is evidence for system architecture being
related to, and therefore influencing, organisational architec-
ture ([6], [7]). A similar relationship has been observed in the
field of knowledge management [8]. In the field of system
architecture and product design, the notion of architecture
having an unintentional impact on system functionality is
known as emergent behaviour [5] or incidental interactions
[9]. The research also points out, that not all such unforeseen
behaviour is desirable. In the context of e-government,
this means that decisions concerning technical architecture
could have a potentially unwanted impact on the governance
models in use and democracy in general. Understanding,
predicting and ultimately controlling such effects assumes
understanding of the architecture of the technical architecture
of the government.

Thirdly, the governments are funded by tax-payers and
are thus under varying levels of pressure to reduce costs.
One of the most accessible cost-reduction mechanisms is
consolidation of IT organisations as it can be achieved by
administrative measures only. This however can damage
the ability of organisations to fully utilise IT, a concept
known as IT-business alignment. According to Luftman, IT-
business alignment can be assessed based on six criteria:
communications, competency/value measurements, gover-
nance, partnership, scope & architecture and skills [10]. At
least two of these - communications and partnership - are



likely to be impacted as the organisational distance between
IT and business is increased by centralising the former.
Therefore, a need exists to identify more sophisticated
means of consolidation which require a robust framework
of thought around technical architecture.

3. Requirements

To be applicable and meet the challenges described above,
the architecture framework to be developed should fulfil
certain requirements.

1) It should provide a holistic view of the information
system powering the governmental body in question
in a way that is congruent with it in terms of scope,
i.e. there should be one way of looking at the entire
information system the said body is responsible for

2) Different governments have different approaches to
performing their functions in terms of citizen involve-
ment, centralisation, regulatory arrangements etc. A
useful general framework should therefore fit a range
of different forms of government while being flexible
enough to accommodate for inevitable changes caused
by democratic processes. It is also likely that the differ-
ences in approach (the concept part of the in the form-
function-concept architecture model by Crawley [11])
can lead to significant differences between government
architectures that should be possible to accommodate

3) The framework should have a level of abstraction that
allows for conceptual discussion of the related topics.
At the same time it needs to be specific enough to
allow clearly define the related organisational archi-
tecture as a foundation for organisational change

4) As providers of e-government services vary in size and
complexity from a small municipality to large confed-
erations, the framework should allow for additional
structure to be added to its elements in a way that
does not affect the superstructure

5) All technical architectures are related to functional
architectures, i.e. the way functional units are related
to each other has an impact on how technical com-
ponents interact. Thus, effective communication must
exist between contributors to functional and technical
architectures. In order to efficiently serve as a com-
munication tool, the framework must, on a high level,
be possible to describe in non-technical terms

4. The framework

Although the framework described is focused on technical
architecture, technical architecture of any system is, as dis-
cussed, dependent on its functional architecture. Therefore,
for each part of the framework, key question the functional
architecture must answer are listed along with a brief de-
scription of their impact on architecture. These questions
are centred around these three axis, each contributing to the

complexity of the technical solution and the choices to be
made:

o Centralisation. Generally a centralised solution offers
more control but grows exponentially in terms of
complexity for larger entities. A decentralised solution
scales better but requires more complex coordination
mechanisms to function

e Privacy & security. Any sharing of information or
access to it causes privacy and security concerns. Thus,
stricter policies in these fields drive up solution com-
plexity while less restrictive policies require a frame-
work for moving data between privacy domains

o Diversity. A more diverse solution space allows for
a better match for potentially complex market needs
and drives down complexity but requires robust co-
ordination mechanisms. Stronger uniformity requires
enforcement mechanisms to be in place and drives up
complexity within a solution

The framework itself consists of four key layers uniting

the information systems of various branches of the gov-
ernment and allowing interaction with the consumers of
the services: citizens, officials and enterprises. Within each
layer, the architecture of a particular government can be
detailed using an enterprise architecture methodology of
choice. The framework proposed intentionally does not cover
the following aspects of e-government implementation:

o Implementation of the business logic of e-services
themselves as the services are assumed to be imple-
mented by the agencies and thus not to be subject to
central governance

« Relationships between layers that, while undoubtedly
existent, should be dealt with on a higher abstraction
level

The framework is depicted on figure 1.
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Fig. 1: Framework of e-government technical infrastructure.

4.1 Electronic identification

Without an efficient ubiquitous method of identifying a
citizen and acquiring their legal consent, providing a full



range of electronic governmental services is difficult. At
the same time, many services can be provided with either
limited or no identification depending on both the risk levels
present and the level of risk aversion of the service provider.
The main functional drivers of the electronic identity layer
implementation are:

1) Who is the target customer of the e-services provided?
The question of how to identify a user depends heavily
on who the user actually is. In EU context, countries
are increasingly providing services to EU citizens in
general. There are also circumstances where large
portions of the population are not citizens of the
country but might be considered a target group for
e-services. The answer here is the foundation to many
assumptions the technical implementation can make
about the user behind the keyboard.

2) What is the legal significance of electronic identi-
fication? Identification methods carrying more legal
significance require a more robust technical implemen-
tation and might be more difficult to distribute widely.
Also, if the legal gravity of electronic identification
is low, the services implemented must be designed to
fill in the gap by, for example, requiring physically
signing and returning a hard copy of the forms filled.

3) What is the multiplicity relationship between legal
and electronic identities? Again, identification methods
that provide a more certain relationship between a
legal and electronic identity are more complex. Also, if
a physical person can have multiple legally equivalent
digital identities, a need arises to link these to each
other via a shared identity code or some other mech-
anism. In case multiple identities can have various
levels of legal significance and/or the identities can
not be related to each other in a definitive manner,
the information system implementing the architecture
must make provisions to cater for the possibility
of overlapping digital identities of various certainty
levels.

4.2 Delivery channels

E-services can be provided via a range of electronic
channels from traditional IVR-based ones to sophisticated
mobile platforms. It must be noted, that the boundary
between electronic and non-electronic delivery channels is
not definitive as both kinds of channels support the same set
of business processes and the systems implementing them
can at least on the logical level be considered as one entity.
The main functional questions driving the architecture are:

1) What is the diversity of the electronic delivery chan-

nels across services? In case a small number of
channels is offered, accessibility issues arise as no
electronic channel is truly ubiquitous. As the number
of channels grows, the architectural complexity of
keeping the service consistent across them increases.

2) What is the diversity of the electronic delivery chan-
nels across the country? It is often described as de-
sirable to implement a "single-window" approach for
providing services to the citizens ([12], [13]). This
approach implies a system that needs to meet stringent
availability requirements under high-throughput condi-
tions and requires complex orchestration of systems of
various agencies. A fully decentralised system, on the
other extreme, would require mechanisms of providing
a consistent user experience as well as a shared robust
security domain.

4.3 Integration

The integration layer joins the information systems of dif-
ferent agencies allowing for sharing of data and functionality.
This layer embodies the classical concept of middleware [14,
p. 14] providing a clean separation between consumers and
producers of data and services. In addition, the integration
layer might provide assistive services like caching, service
discovery, audit logging etc. The main questions driving the
architecture of the integration layer are:

1) To what extent are the functions centralised between
the agencies? This level of centralisation determines
the ratio between producers and consumers of data
and services. This in turn drives the availability,
deployment and flexibility requirements towards the
middleware platform.

2) What are the integration paradigms used? Paper-
based governmental processes rely on documents be-
ing passed around. In the context of e-services, how-
ever, documents transform to data that can be shared,
transferred and fragmented. In case of cross-agency
processes, sharing data is often not sufficient as the
agencies must coordinate different functionally signif-
icant activities and sharing of services becomes nec-
essary. The choice between the three communication
paradigms - document, data or service - has a strong
impact on the requirements towards the integration
layer. For example, a document-based system would
need to provide tracking facilities for the documents
moved while the service-based integration layer would
need to consider transactional integrity.

3) How are the questions of privacy and data ownership
treated? Since the main function of the integration
layer is to allow access to data that often concerns
citizens, the approach taken towards privacy is an im-
portant requirement driver for the architecture chosen
as it is the main point of data access implementation.
For example, the middleware might provide a facility
for citizens to track access to data concerning them
or enforce regulations preventing access to data or
services under certain conditions.



4.4 Infrastructure

All of the services making up the e-government port-
folio need to be deployed in a manner that supports the
strategic goals of the e-government including non-functional
requirements of performance, availability and security. The
layer consists of the digital infrastructure - servers, networks,
hosting facilities, security equipment etc.- used to provide e-
government services. Its main functional drivers are:

1) How tightly is the infrastructure consolidated? Al-
though there are definitive benefits like cost, high level
of control and ease of integration to be gained from
consolidating infrastructure, excessive consolidation
can lead to emergence of single points of failure. Also,
the extent to which the organisational structure of IT
services is consolidated in the country have a strong
effect here.

2) To what extent are platforms offered centrally? Emer-
gence of cloud computing has shown the viability of
centralised platform offerings. While the consolida-
tion question can be seen acting on the horizontal
dimension of the infrastructure layer, platforms can
be seen as vertical. On one extreme of the scale is
a slim platform that is limited to a small number
of commoditised services like network access while
sophisticated platform-as-a-service offerings are on the
other.

3) What restrictions exist for the physical location of
data? Both EU and USA have passed legislation
that governs privacy of personal data and its transfer
outside of the respective jurisdictions. In addition to
these, countries might adopt additional restrictions
while governments on the municipal level could be
subject to a looser set of constraints or be required to
share data with central government.

5. Framework application in Estonia

In the following the framework covered above is applied
to describing the e-government architecture of Estonia, a
small North-European country. In Estonia, this framework
is used for two main purposes. Firstly, it forms the basis
of communication within the country and with our partners
abroad allowing for rapid identification of contact points
and clean separation of concerns. Secondly, it is used as
a governance tool with the national architecture governance
process being aligned to the layers of the model.

For the electronic identification layer, Estonia is using a
smart card that is also a compulsory picture ID from the age
15 onwards and is carried by vast majority of the population
[15], including the residents without Estonian citizenship
that account for 15.7% of the population [16]. The card
is tied to a unique ID-code of a person. Authentication
and digital signing are carried out using the certificates
stored on the card, the resulting digital signature is legally

equivalent to a physical one [17]. The legal significance
of the ID-card is further elevated by its singular use for
electronic voting in the country since 2005 and the rapid
expansion of this voting method across several demographic
dimensions [18]. Although other means of authentication,
mainly federated authentication schemes provided by banks,
are used in service offerings, they do not hold an equivalent
legal weight. Estonia has also participated in an international
effort for cross-use of electronic identification [19].

In terms of service delivery channels, Estonia has mainly
focused on web based portals. In 2011, 94% of tax returns
were filed electronically [15] via a traditional web-based
service. More specifically, an internal unpublished analysis
found 93,2% of the visitors to the main government portal in
the first quarter of 2014 using a desktop computer with the
rest using a mobile platform. This indicates a strong focus
on traditional as opposed to mobile channels. Although a
central government service portal exists, there are still more
than 128 individual web-based service points as identified
by an internal unpublished study. Thus it must be concluded
the channels used in Estonia are not very centralised across
the agencies.

For the integration layer, Estonia has chosen a relatively
unconventional route and implemented a state-wide dis-
tributed integration bus called x-road [17]. X-road consists
of a network of dispersedly deployed access points that
mediate between agencies and the rest of the government in-
frastructure while performing support functions like service
discovery and access control. This approach means all the
data and services are distributed and all integration points are
established peer to peer. Although x-road does not enforce a
specific integration paradigm, majority of the APIs provided
are data-based with service- and document based integration
points being a clear minority. One of the main features of the
platform is access control allowing fine-grained permissions
to be set for data access. X-road also provides control points
for data access monitoring.

6. Summary

We have outlined a framework that is designed to solve a
number of challenges modern governments face. The frame-
work is comprised of four layers - identification, channels,
integration and infrastructure - providing a lattice uniting in-
dividual agency information systems into an unified system.
This framework has been applied to a country of Estonia
with two key positive outcomes:

1) The key aspects of the technical architecture of the
country can be communicated both within the country
and in the context of international cooperation

2) A holistic governance can be (and indeed is) applied
to the technical aspect of the country allowing for
systematic development of the services provided
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